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Vulnerability Management Whac-a-Mole
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What is a Secure Application Architecture?
Imagine Security Made all decisions for a new application

• A secure application architecture not only prevents vulnerabilities in the 
initial release but also reduces the frequency of security issues being 
introduced into subsequent release candidates.
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Scope
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Mitigation Strategies

• Security without thinking 

• Secure by default for developers

• Technology Stack Choices for automatic mitigations

• Avoidance as a mitigation strategy

• Alternative Approaches

• DevSecOps in Kubernetes (production self-service for devs but with 
guardrails)

• Containing the Containers

• Gating APIs

• Continuous Security Feedback
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Security without Thinking
Secure By Default – No nagging required
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XSS

• Traditionally, manually output encode every single JSP/ASP file

• Traditional back up option: input validate (weak)

• Two tiered architecture

• Angular static UI 

• Output encodes automatically



Company Conf ident ia l  – For Internal  Use Only
Copyright  © SAS Inst itute  Inc.  A l l  r ights reserved.

XSS Mitigation with Content Security Policy
Single Page Apps

• Http Response header that whitelists allowed behavior for web page

• Enforced by browser

• Unobtrusive Javascript

• No inline JS 

• Html goes in .html files, Javascript goes in .js files, css in .css files

• Allows restrictive Content Security Policy Header
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SQL Injection

• Traditional mitigation: parameterize queries

• String concatenation in query creation (red flag)

• Traditional backup mitigation option: Encode or Validate



Company Conf ident ia l  – For Internal  Use Only
Copyright  © SAS Inst itute  Inc.  A l l  r ights reserved.

SQL Injection
Secure By Default – No nagging required

• Automatic SQL Injection prevention libraries

• *Almost* eliminates possibility of SQL Injection
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CSRF – Cross Site Request Forgery

• Traditional Mitigation: Synchronizer Token Pattern

• Traditional Alternative: Verify Referer/Origin headers (weak)

• Modern mitigation (in a two tiered architecture)

• Use REST APIs with JWTs instead (short lived token lives in browser memory or 
session Storage)

• Set CORS headers properly

• If app dev insists on using Cookie then set cookie attribute: SameSite

• Browser level prevention of sending a cookie from an origin that doesn’t match
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CSRF – Cross Site Request Forgery
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Avoidance as a mitigation strategy
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Avoidance as a Mitigation Strategy
Eat This Not That

• XML Injection

• Entity Expansion (denial of service)

• CSV Injection

• Remote Code Injection

• File Upload

• Malware

• Path Traversal & Null Byte Injection

• Site defacement
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XML Injection
Use JSON not XML
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CSV Mitigation
Use XSLT instead of CSV
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File Upload
UI converts file to JSON so backend doesn’t handle multi-part
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DevSecOps
Production Self-Service with Guardrails
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Checkpoint – What’s Left?
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Broken Access Control
API Gateway for Standard Authorization Strategy
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API Gateway
Policies for Defense in Depth
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Security Misconfigurations
Docker and Kubernetes for Transparency & DevSecOps

• Configuration as code

• Security as code

• All config goes to Git
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Security Misconfigurations
Docker and Kubernetes for Transparency

• Configuration as code / Security as code
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Dependencies with Known Vulnerabilities
Minimal Base Images & Continuous Scanning

• Continuously Scans Containers and Worker Nodes for Vulnerability & 
Compliance issues
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Sensitive Data Exposure
Network Microsegmentation in Kubernetes



Company Conf ident ia l  – For Internal  Use Only
Copyright  © SAS Inst itute  Inc.  A l l  r ights reserved.

Checkpoint – What’s Left?
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DevSecOps - Guardrails
Enabling Production Access

• Container Security Tool

• block images with malware

• Pod Security Policy

• Blocking containers from running as root

• Require SecComp Profile

• Network Microsegmentation

• Default Deny All outbound network connections

• Resource Quotas 

• Limit Resources such as memory and CPU
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Wrap Up

• Secure by Default Technology Stack

• Two Tiered Architecture (XSS, CSRF)

• Choosing libraries that prevent vulns (Angular for output encoding)

• Avoidance as a mitigation strategy

• Do this Not That – XML and CSV Injection prevention

• Embracing DevSecOps

• API Gateway (Authorization strategy, defense in depth)

• DevSecOps K8s/Docker (Reducing misconfigurations, Preventing data 
exfiltration, Continuous Security Testing of whole stack)
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Questions?


