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What’s this whole thing about?

Massive discrepancy in maturity between enterpri;és and SMBs
Red team exists to help blue team .

Many attacks over the years, these are the most common I've seen
More-so in SMBs vs. enterprises, but still applicable

A clean vulnerability scan does not mean a clean environment-

High quality pheteshep Microsoft Paint edits.



A Brief History of Active Dlrec’rory (AD) /

#1 NEW YORK HMES BESTSELLER

Directory services for Windows
Introduced in Server 2000+

Used to control objects on the domain -~
Users, computers, policies, etc. '

Can group objects into Organizational-Units
(OU) '

{A B R IEF Utilizes Group Policies to apply settings
HISTORY
OF Ak -




Default Group Policy

Security =/= Convenience :
Default GP is not meant to be secure! .

It's 00O



1. Gathering
Credentials




LLMNR & NBT-NS Spoofing

Local Link Multicast Name Resolution
NetBIOS Naming Service (Protocol in an API)

“Backups” to DNS
E.g. \\fileshrae01\

Natively insecure
Trusts any response!

Commonly found on networks with decom’d file shares
Enabled by DEFAULT



I need to access \\fileshrae01,
do you know where it is?

/

j ' !
Workstation

No.

DNS Server



DOES ANYONE KNOW
WHERE \\FILESHRAEO1 IS?

7z

=y,
Workstation

Yes, I do, but before I tell you, encode this
challenge with your password hash.




No problem, here you go!

)z

Workstation\A

Thanks. By the way: ERROR.
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WPAD Spoofing

Web Proxy Auto Discovery (WPAD)
Protocol

Outlines how to search for a Proxy
Auto Connection (PAC) file any time
internet is used.

First searches via DHCP, then DNS,
then LLMNR

Enabled by DEFAULT



Do you have a PAC file?

V

] * |
Workstation

No.

=]

DHCP Server




Do you know who has a PAC
file?

V

j °
Workstation

No.

DNS Server




DOES ANYONE KNOW
WHERE THE PAC FILE IS?

/

Yes, what are your credentials?
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Workstation
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Tabs Help Kali2018 L

root@kali: ~

Help




Mitigations

Turn off via Group Policy

LLMNR: Computer Configuration -> Administrative Templates ->
Network -> DNS ClientEnable Turn Off Multicast Name Resolution

NBT-NS: Network Connection Properties -> TCP/IPv4 -> Advanced,
WINS Tab -> Disable NetBIOS over TCP/IP

Should not impact anything, if something is relying on LLMNR or
NBTNS, it's probably broken already
FQDNs



Mitigations - WPAD
Turn off via Group Policy

Create a DNS entry for ‘wpad’

Apply patch MS16-077 )
The location of the WPAD file is no longer requested via
broadcast protocols, but only via DNS.

Settings

Y Home Proxy

Automati provy setup

Network & Internet Use a proxy server for Ethernet or Wi-Fi connections. These settings

don't apply to VPN connec tions.

Automatically detect settings
@ on
Use setup script

@ or ‘

Script address




IPv6 Spoofing

IPv6 — “Replacement” for IPv4

Not widely used for internal networks
192.168.1.1 - IPv4
fe80::880e:421:f660:2616%9- IPv6
Problem: DHCPv6

Bigger Problem: Windows prefers IPv6.by
default



DOES ANYONE HAVE AN
IPv6 ADDRESS FOR ME?
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Yeah, here you go!




(51 LaBWINIO

> |

Recycle Bin

dhcpvé

No. Time

PS C:\Windows\system32> _

etwork Connection

Configure..
g items:

orl
for Microsoft Networks
PCAP)

ter Multiplexor Protocol
Driver

ninstall

OK Cancel

r / 7:13 PM
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We control DNS. What now? .

NTLM Hashes can be passed (Pass-the-hash)
Net-NTLMv2 Hashes cannot be passed
Hash relaying

1. Negotiate Authentication
—_—_—
2. Server Challenge

3. Authenticate with Signed Challenge

4. Authentication Succeed or Fail




Hash Relaying Overview

1. Negotiate Authentication

>
2. Copied Server Challenge

<

3. Authenticate w/
Signed Challenge}

4. Authentication Fail

’

Attacker

1. Negotiate Authentication

>
2. Server Challenge

<
3. Authenticate w/
Copied Signed Chillenge

4. Authentication Success
e

(&)

————
Server

Commands as "Authenticated"” user

>



ﬁ e Edit View VI K: 8 LABWIN1O LAB2012DC01

Recycle Bin

2

Microsoft
Edge

N Select Administrator: Window

Host Name . . . Ce e e e

. : LABWIN1®
Primary Dns Suffix . . . . . .

lab.local
Node Type . . . . e & oaies 2 SEshybrid
IP Routing Enabled. e e ee e e : No
WINS Proxy Enabled. . . . . . . . No
DNS Suffix Search List. . . . . . : lab.local
Ethernet adapter Etherneto:
Connection-specific DNS Suffix . : lab.local
Description . . . . . . . . . . . : Intel(R) 82574L Gigabit Network Connection
Physical Address. . . . . . . . : @0-0C-29-0E-(D-46
DHCP Enabled. . . . .. No
Autoconfiguration Enmbled o o - o oves
Link-local IPv6 Address . . . . . feB80::192:168:10:30%7 (Preferred)
Lease Obtained. . . + « +« « « . i Thursday, March 28, 20819 7:46:37 PM

Lease Expires . . . e

. Thursday, March 28, 2019 7:51:37 PM
Link-local IPv6 Address “ e e e

fe80::c27:5e41:4656:1038%7 (Preferred)

IPv4 Address. . . . <« . . . :192.168.10.30(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : fe8@::208c:29Ff:felc:689c%7 I
192.168.10.2

DHCPv6 IAID . . . « s ee . . oo o: 67111977

DHCPv6 Client DUID “ + + « .« . . : §D-01-00-01-24-2F-04-37-00-0C-29-0E-(D-46

DNS Servers . . . « « « « « « « fe80::20c:29Ff: felc:689c%7

192.168.10.10

NetBIOS over Tcpip. . . . . . : Enabled
Connection-specific DNS Suffix Search List
lab.local

PS C:\Windows\system32> _

7:49 PM
I - I~ AT CENG a0t



Mitigations

reg add "H KEY_LOCAL_MACHINE\SYSTEM\CurrentControISet\Services\Tcpip6\Parometers"" /v DisabledComponents /t REG_DWORD
/d O /f

DNSSEC
SMB Signing .



2. PrivEsc via
Kerberos

Condensing chaos into 5 minutes

o




KerberosV5 Ticket Granting Service - TGS delivery

Key Distribution Center - KDC host

Client's host

- Operating
System

- libkrb5.so

/etc/krbS.conf

Authenticator

- client's principal
- timestamp

Ticket cache
information
- replace session key

>

- current ticket lifetime
- service's principal

TGS Caching
/tmp/krbScc_*

= TGS

Ticket cache
information

- session key

- current ticket

lifetime

- krbtgt principal

TGT Caching
/tmp/krbS5cc *

 TGT

\J

TGS REPLY

Jusr/bin/krb5kdc

| Ticket Grantinig” |

Server

k TGTY

ck authenticator

session key

- libkrb5.s0
jetc/krbS.conf

4 (3) - KDC configuration
. tc/krbSkdc/kdc.conf

- Database
Jvar/lib/krbSkdc/principal

I
: (4] v
]
! ’
TGS REPLY - TGS
’
- Session key F ent’ incipal
- effective ticket P .
lifetime ! )
- Service's principal ’ <
S ve ticket
A - - £
% TGS ne
KD( me [



Alice

AS

alicec@EXAMPLE.COM

<

encrypted TGT

g

D Password

TGT(alice

TGS

ticket(alice, myservice/server1.example.com)

<

ticet(alice,myservice/serverl.example.com)

T

MyService

Success




User: The human being logging into the client

Client: The device (workstation, laptop, phone, tablet, etc) the
user is logging into.

Authentication Server (AS): logical component of KDC that
maintains a database of principals (users, clients, and servers)
and their secret keys.

Ticket Granting Server (TGS): a logical KDC component that
issues tickets.

Service Server (SS): Server hosting a service the client
wishes to access securely.

———————————————————————— Key Distribution Center (KDC): service that is responsible for
Key Distribution Center authenticating users and issuing tickets (composed of AS +
TGS).

Client/ [ > Authentication

Workstation Server (AS)

Kerberos Protocol v5

£ ]

Two Messages(1,2)

Ticket i

Messages (3,4) Granting

il Server (TGS) |!
Messages (5,6) \ )| Steps 1-9: Authentication Service Exchange

______________________ ] Steps: 10-20: Ticket Granting Service Exchange
Messages (5,7) ( . ) Steps: 21-30: Application Service Exchange
> Service
Server (SS)
Messages (8)

uibo Jasn

01 SJUEM 1U1ID 0IAI3S 4oea Joj 30U0 paleadan




One time | tried to explain Kerberos to someone.
Then we both didn't understand it.

1:00 PM - Nov 21, 2014 - Twitter Web Client

479 Fetweets 975 Likes



Kerberos Overview ,

Protocol, Alternative to NTLM Authentication
Preferred way of authentication via tickets
Complex

Really Complex

Think SSO, but for Windows



Kerberos-ulary

Key Distribution Center (KDC) — Domain Controller that does the
authentication

Service Principal Name (SPN) — Unique name for a service

account
E.g.: CIFS/LABDCO1.LAB.LOCAL
Done through setspn.exe — Creates SPN for a user account

Ticket Granting Ticket (TGT) — Used to authenticate to the KDC

Ticket Granting Server (TGS) — A service ticket



| need to authenticate to something,
can | have a TGT? Here's a request
encrypted with my password hash.

Sure, if your hash is right, | can
decrypt the request since | know
your password.

4

4

®
o AS-REQ ] 1 )
_ 1]
— —_——e—
Workstation KDC (Domain Controller)
Ok, password checks out, here's
your TGT. Don't try to open it
because | (krbigt) encrypted it with
1
Thanvks. MY password hash.
@
- AS-REP am
 —— = 1
.

—_————————

Workstation KDC (Domain Controller)




Service Principal Name (SPN)

You got it, one service ticket
coming right up. | don't even care
if you're allowed to access that
service. Not my job, boss.

| need to Access LDAP»’MSSQLSeNice|
can | geta TGS (Service Ticket)? Here's
my TGT to prove it's me.

4 4

o
- TGS-REQ [ ag )
e
_
—— —_—a—
Workstation KDC (Domain Controller)
Here's the ticket. BTW, | encrypted it
with the target service account's
password hash, that way the service
Thanks! .
I/ account can decrypt it.
L
] TGS-REP sl
- 1 LT |
,
—_———

Workstation KDC (Domain Controller)



Kerberoasting

Requires credentials, but privileges are irrelevant

Request the TGS ticket, which has the password

hash of the SPN'’s account, then crack it offline.
Contains the hash because that’s the only thing
the DC and server have in common, so it's used

for decryption

Can be requested by any authenticated user



Kérberoqs’rin g Demo
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S C:\Users\Administrator\Download

Administrator: Windows PowerShell




Mitigations

Have a very long password for your
accounts with SPNs

Make sure no users have SPNs



Delegation Attacks

Delegation - A feature that allows a
user or computer to impersonate .
another account

Unconstrained

Constrained*

Resource-Based Constrained*



Unconstrained Delegation

Unconstrained — User authenticates to a service
on a server with a TGS for service. The service
extracts the user's TGT from the TGS to use for
other TGS requests.
Ticket stored in memory
Printer bug

Delegation is a securty-sensitive operation, which allows services to act on
behalf of another user.

() Do not trust this computer for delegation

(®) Trust this computer for delegation to any service (Kerberos anly)

() Trust this computer for delegation to specified services only

gated credentials:



Hey, | need to access the MSSQL DB
on the website you're hosting. |
already have a TGS for you, here it is.

4

— AP-REQ
_—

L] TICKET

USER01 @ WORKSTATION

Thanks, I'll extract your TGT from the TGS and
hang onto it for future use. Don't worry, I'll keep
it in memory so it'll be super safe... | think.

IS Server | i, USERO1 is delegating me to

request a TGS for
MSSQLService, here's their TGT.

LIHIIL

TGT checks out,
here you go!

KDC (Domain Controller)



Printer Bug

Coerces a machine (e.g. domain controller) that has a
printer setup on it, to authenticate to a host of our
choosing via SpoolSample
Tool written by @tifkin_ to use the Print System
Remote Protocol (MS-RPRN) to trlgger
authentication.

Coerce a DC to authenticate to a host that we control
that has unconstrained delegation on = win



Attacker Host

s|jou0D) 0S|y

-

sew TICKET

1 i ,) 2. Triggered Authentication | ° g ==>

— — ey
Compromised Server w/ Domain Controller
Unconstrained Delegation c
7]
(]
w

=



Mitigations :

Ensure sensitive accounts cannot be
delegated

[ Unlock urtt

Account options:
[ Accourt is disabled
[] Smart card is required for interactive logon
Accourt is sensitive and cannot be delegated

[[] Use Kerberos DES encryption types for this account







PrivExchange

Leverages the fact that Exchange servers are over-privileged
Also done via relaying credentials

Works by making an API call to Exchange, which sends.a
response with the Exchange server’s credentials
Requires only a mailbox

Once machine creds are relayed, the supplied user credentials
are then added to the Enterprise Admins group



4

Compromised Host

3. Relayed Authentication

Domain Controller

1. API Query

Y

2. Authentication Response

o

-

Exchange



DCSync

Feature -
Replication

Mimikatz implemented the functionality

’ LT S —

| »

| AMITHE[DCINOW




Hello, it's time to sync again. You
know, redundancy and stuff. Ok_ sure.

Domain Controller \_/ Domain Controller



Hello, my name is

DOMAINADMIN, I'd like to Sure no problem, here you go
replicate you.

Compromised Server; Domain Controller
Has replication rights



L3 (50)| b hitps://1ab2012ex/ecp/IExchClientVer=15 £ ~ @ C || 5 mailboxes - Microsoft Exch... %

IJ Enterprise  Office 365 Administrator v 2 ¥

Exchange admin center

recipients mailboxes groups resources contacts shared migration

permissions

+-/s@m- P -

compliance management

DISPLAY NAME A MAILBOX TYPE EMAIL ADDRESS
organization ADMBob User ADMBob@lab.local A
° Jason Frank the Intern =
) Administrator User Administrator@lab.local
pretechion ) User mailbox
Jason Frank the Intern User jfrank@lab.local )
) jfrank@lab.local

mail flow Title:
Office:

mobile Work phone:

public folders Phone and Voice Features
Unified Messaging: Disabled

~ ; N Enable

unified messaging
Mobile Devices
Disable Exchange ActiveSync

servers View details

hybrid In-Place Archive
Archiving: Disabled
Enable
In-Place Hold v
User is not under hold

1 selected of 3 total

[Pzl



Mitigations

o KB4490060

N
=

<<




KRBTGT

Account’s hash used to encrypt TGTs
Created by default when installing AD DS

Bad news if compromised

54



Golden and Silver Tickets

Golden Ticket — When the KRBTGT
account hash is compromised and the .
attacker can forge any ticket for any
account.

Silver Ticket — When the service or
machine account hash is compromised
and is used to forge a service ticket for
that specific service



¢ How can I defend

myself against these
atfacks?”



Introducing the sniffy boi




Bloodhound

Graphs the domain to reveal relationships between

objects within Active Directory

EXTREMELY useful for an attacker
Shows attack paths

EXTREMELY useful for the defense



BloodHound
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https://twitter.com/dudeslce/status/1111526726041890816?s=19

Credits

Will Schroeder for everything Kerberos and
answering my questions

Sean Metcalf for everything else Kerberos

Lee Christensen for PrinterBug

Dirk-Jan for PrivExchange

Tim Medin for Kerberoasting

SpiderlLabs for Impacket
Bloodhound Slack



https://twitter.com/harm0y
https://twitter.com/PyroTek3
https://twitter.com/tifkin_
https://twitter.com/_dirkjan
https://twitter.com/TimMedin
https://twitter.com/SpiderLabs
https://bloodhoundhq.slack.com/

Can I just get the tl;dr please

Default GP = bad
Disable LLMNR
Disable WPAD (Or create a DNS entry)
Disable IPv6 (If not in use)

Don’t use Unconstrained Delegation
Patch your Exchange server

Use Bloodhound to identify attack paths
Patch domain controllers

Questions? @Haus3c

Link to this deck:



