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0 “The development of full artificial
ﬁ intelligence could spell the end of the
human race.” Hawking

ML VISIONARIES
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e If a given machine can
interpret the data, learn from it,

and use that knowledge to

adapt and achieve specific goals

Machine Learning
 |f a machine can learn

without being explicitly programmed

Artificial Intelligence

Machine Learning

Deep
Learning

Data Science




ML FURTHER
DEFINED

The process by which a computer can
improve its own performance by
continuously incorporating new data into
an existing statistical model (Merriam-
Webster)

The hope is that ML can help us with
better prediction, classification,
prioritization




ML (CONT...)

&ﬁg Human Input

Descriptive
What happened?

Diagnostic
Why did it happen?

Predictive

What will happen?

Machine
Learning

.y @ Decision Support
Prescriptive R

What should I do?

Decision Automation
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UNSUPERVISED LEARNING



Supervised Learning

Continuous
Target Variable

Categorical
Target Variable

Regression Classification

¥
Medical
Imaging

Housing Price
Prediction

MACHINE LEARNING GENERAL ALGORITHMS

Machine Learning Types

Unsupervised
Learning

R S

Target variable not available

AN

Clustering Association

X

Market Basket
Analysis

Customer
Segmentation

Semi-supervised
Learning

Categorical Target Variable

Classification Clustering

Text Lane-finding
on GPS data

Classification

Reinforcement
Learning

— .

Categorical Target variable
Target Variable not available

Classification Control

|

| |
¥

Optimized
Marketing

Driverless Cars




ALGORITHMS (CONT...)

Logistic Regression * Alternating Least Squares (ALS)
Support Vector Machines (SVM)
Random Forest (RF)

Naive Bayes

"~ Clustering

* Linear Regression * K-Means, LDA

Dimensionality Reduction

* Principal Component Analysis (PCA)

https://medium.com/machine-learning-in-practice/cheat-sheet-of-machine-

learning-and-python-and-math-cheat-sheets-a4afe4e791b6
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DOMO : DATA NEVER SLEEPS
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CYBERSECURITY ATTACK LANDSCAPE

Prior actions
Occurred actions
Potential actions
Detection Mitigation
Relevant threat
actors

Intent

Capabilities

Tactics,

techniques

and procedures (TTP)
Vulnerable

Misconfigurations

Weaknesses

Infnrmatlgions

Gathering

Social
Engineering

Account
Takeover

Privilege
Escalation

Application
(ompromise

Intrusion

Attempts
Login

Attempts

Exploiting
Known
Vulnerabilities

N

I ‘ Masquerading I

Unauthorized
Use of
Resources

Abusive
(ontent
Incendiary
Speech
Inappropriate

Violence/
Sexuality

Avalability
Attacks
Service

‘ Adware

Trojan
Spyware

Roatkit

Advanced
Persistent
Threats




DATA MINING




CYBER KILL CHAIN

MITRE ATT&CK vs. CYBER KILL CHAIN

Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Collection
Exfiltration

Command and Control

Reconnaissance
Intrusion
Exploitation
Privilege Escalation
Lateral Movement

Obfuscation/
Anti-forensics

Denial of Service

Exfiltration
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ML USE CASES IN CYBERSECURITY

Network Threat Antivirus/ Email/ User Behavior

Identification Malware Chatbot Modeling
detection

ShiledX- Bay Dynamics and . Knowmail Darktrace
identifying which  Symantec Al to predict, Agari
security policies detect and inbenta
are applicable for respond to
each application cybersecurity
threats

- use Harvest.Al
anomaly Macie
detection to McAfee, Sophos,
identify network Symantec, Trend
security threats Micro, Webroot,

Mobilelron and



https://shop.cylance.com/us?utm_medium=referral&utm_source=cylance.com
https://www.esentire.com/

MALWARE DETECTION TAXONOMY

Malware Detection

Variants detection
. A . Families detection
Objective Malware Similarity Analysis

Similarities detection

Differences detection

Malware Category Detection

STatic Analysis
Feature Extraction —E Dynamic Analysis
Hybrid Analysis

Malware
Analysis

FG‘J(UFC‘ Byte Sequences

AP & System Calls
Opcodes

PE Feature Network
File System

; CPU registers
. Supervised Learning
MaChan PE File Characteristics

Learning Unsupervised Learning Strings

Algorithm Semi-supervised Learning




EMAIL SPAM SAMPLE WORKFLOW

Incoming Email

Feature
Extraction

2 Feature
Training Phase Extraction

Email Corpus

Generation of
Rough Set
Rules

Machine
Learning Model

Rough Set Updated Rough
Classifier Set Rules

Classification
Result

=




THREAT INTELLIGENCE MODEL

https://littlefield.co/cyber-threat-intelligence-
applying-machine-learning-data-mining-and-
text-feature-extraction-to-bb00c3b729bc
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ML SHORTCOMINGS IN CYBERSECURITY

* No standard framework

* Not enough rich data

* Not enough experts per domain

* No standard features set

* Not enough computational power/memory to process ton of data
* Not enough training time

* Not enough customization on blocks & algorithms
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Models does not learn on its own




