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Who Am I?
@aarondlancaster

Aaron Lancaster
Sr. Security Engineer

Masters Student 
@SANS_EDU

>>> dir(aaron_d_lancaster)
[‘__init__’, 
‘__followChrist__’, 
‘__loveWife__’, 
‘__raiseKids__’, 
‘__flyHelos__’, 
‘__flyDrones__’, 
‘assess_environments’, 
‘call_CQ’, 
‘defend_networks’, 
‘handle_incidents’, 
‘mentor_infosec’,  
‘write_python’]

WARNING: Several PEPs were broken in the making of this slide… sorry.



 

Agenda
1. Strategic, tactical, and legal implications 
2. Supporting architecture & scenarios
3. Industry trends & tools
4. Critical components, crown jewels and 

compromise
5. Q&A

Link to slide and references will be provided at the end :-)

NO LEGAL ADVICE INTENDED

OPINIONS ARE MY OWN

DISCLAIMER: 
The materials available herein and via 
linked websites are for informational 
purposes only and not for the purpose 
of providing legal advice. You should 
contact your attorney to obtain advice 
with respect to any particular issue or 
problem. The opinions expressed here 
or through linked sites are the opinions 
of the individual authors and may not 
reflect the opinions of their respective 
organizations, employers, or any 
individual attorney.



 

Rule #1: Know your audience



 



 



 

So there I was…

in a talk.



 

Inspiration

Legal Investigations 

-Short notice

-Legal, ethical, self-preserving interest to 
comply

-Customer care



 

Subpoena



 

Gag Order

Microsoft v. DoJ
- Received over 3k gag orders 2014- early 

2016
- ⅔ with no end date
- Argued Section 2705 of Stored 

Communications Act violates First 
Amendment

- 2017 - DOJ changed policy
- Must demonstrate appropriate factual 

basis
- Limited to one year
- Barring exceptional circumstances

Non disclosure
May not be time limited
NSLs



 

IR Process

Standardized Process for IR

Plan

ID

Contain

Eradicate

Remediate

Lesson LearnedIncident Handler's Handbook
by Patrick Kral - February 21, 2012 



 

Scoping the response

Step 1
Determine Scope 
of investigation

Step 2
Inventory systems 
and datastores

Step 3
Gather data



 



 

Microsoft: 
making money off everyone since 1975

14TB = ~$1,200

Ref: https://azure.microsoft.com/en-us/pricing/details/bandwidth/



 

Amazon: 
making money off “other” vendors since 2006

Ref: https://aws.amazon.com/blogs/aws/estimate-your-c/



 



 

Slicing Data

● ID exactly what is 
needed

● Surgically remove that

● Use compression if 
possible



 

Slicing with Python

● Use a module that understands existing structures (if there 
is one)
   OR

● Determine data format
● Determine delimiters based on format
● Load data in slices (supports large blobs)
● Save relevant slices
● Analyze with additional tools



 

S3QL - Creates a POSIX-like filesystem in user space (FUSE) using object storage or 
other storage as the target. 

Major features:

● Encryption - 256-bit AES; also SHA-256 HMAC checksum

● Compression - pre-storage/pre-encrypt (LZMA, bzip2, or gzip)

● De-duplication - when files have identical content in part or full

● Copy-on-Write/Snapshotting - duplicate directory trees without the use of any 

additional storage space (target storage) - “incremental backup”

● Dynamic Size - can grow or shrink dynamically



 

● Transparency - behaves like a local filesystem (supports hard links, symlinks, 

typical permissions, extended attributes (xattr) and file sizes up to 2TB)

● Immutable Trees - directory trees can be made immutable so that their 

contents can't be changed in any way whatsoever

● Range of Back-ends - supports Google storage, Amazon S3, Amazon Reduced 

Redundancy Storage (RRS), OpenStack Swift, Rackspace Cloud Files, 

S3-compatible targets, local filesystems, and even filesystems accessed 

using sshfs which are treated as a local filesystems.

● Caching - improve apparent performance, leverage local SSD for data caching



 

Scenarios & Supporting Architecture 
● Move a large amount of data
● Ensure reliability
● Verify integrity

● Sounds like… ?



 

Backup Software - for more than just backups

NOTE: You will lose USN Journal, NTFS log file, might not get all NTFS metadata



 

Veeam Backup Free

• Native tape support
• End-to-end encryption 
• Restore exactly what 

you need
• Instant File-Level 

Recovery
• Veeam Explorers (look 

into backups)
• Veeam Restore to 

Microsoft Azure
• File Manager...



 

Veeam FastSCP

-Alternative to using vSphere

-Requires management network connection 

-Requires credentials

-Explorer-like interface - right-click copy

-Schedule a copy

-SSH Control Channel for session auth

-No ESXi unsupported mode change

-No additional services required

Credit: Paul Henry, SANS DFIR 



 

Industry trends & tools



 

got sift?



 

Forensic workstation: SIFT

Ref: https://digital-forensics.sans.org/community/downloads#capabilities

File system support

● NTFS (NTFS)

● iso9660 

(ISO9660 CD)

● hfs (HFS+)

● raw (Raw Data)

● swap (Swap 

Space)

● memory (RAM 

Data)

● fat12 (FAT12)

● fat16 (FAT16)

● fat32 (FAT32)

● ext2 (EXT2)

● ext3 (EXT3)

● ext4 (EXT4)

● ufs1 (UFS1)

● ufs2 (UFS2)

● vmdk

Evidence Image Support

● raw (Single raw file (dd))

● aff (Advanced Forensic Format)

● afd (AFF Multiple File)

● afm (AFF with external metadata)

● afflib (All AFFLIB image formats (including 

beta ones))

● ewf (Expert Witness format (encase))

● split raw (Split raw files) via affuse

● affuse - mount 001 image/split images to 

view single raw file and metadata

● split ewf (Split E01 files) via mount_ewf.py

● mount_ewf.py - mount E01 image/split 

images to view single raw file and metadata

● ewfmount - mount E01 images/split images 

to view single raw file and metadata

Incident Response Support

● F-Response Tool 

Suite Compatible

● Rapid Scripting and 

Analysis

● Threat Intelligence 

and Indicator of 

Compromise 

Support

● Threat Hunting and 

Malware Analysis 

Capabilities

Software Includes:

● log2timeline (Timeline 

Generation Tool)

● Rekall Framework 

(Memory Analysis)

● Volatility Framework 

(Memory Analysis)

● bulk_extractor

● autopsy

● afflib

● dc3dd

● imagemounter

● libewf-python

● libvshadow

● log2timeline

● Plaso

● Qemu

● regripper and plugins

● SleuthKit

● 100s more tools

https://www.f-response.com/
https://www.f-response.com/


 

Critical components, crown jewels & compromise

Attackers are after data where it’s:

• Stored

• Transmitted

• Processed

Use Case: Deleting Shadow Volume copies



 

Vulnerability:
VMWare repair install



 



 

Non-detection

Failure to log & alert

(or protect logs)

● Loss of logs => enable MFA delete on S3
● Account lockout => enable failed login event logging
● Data corruption => enable Object-level/Object Access 

logs
● Data loss => enable VPC flow / implement BRO, er… 

Zeek
● Un-noticed billing => enable CloudWatch billing alerts 

& events
● … and almost anything you can code in Python.

Overall:

● Implement a cloud-centric logging and threat 
management solution



 

Integrity
● Corrupt Stream by altering 

data
○ At origin (Persistence)
○ In flight (MiTM)
○ At destination 

(Phishing, DBDL)



 

Availability
● Disrupt job - DoS via

○ Vulnerability Scan
○ API
○ Critical Infra



 All of these come back to monitoring, alerting and ability to respond.



 

Q&A
Thanks for listening! 

What's your approach?

What did you think of mine?

References https://goo.gl/zRtrXL

(https://blog.casterlan.com/2018/10/cloud-ir.html)


