Lack of diversity in
cybersecurity and how we fix
this once and for all

Shelley Westman
Southeast Region Cybersecurity Leader, EY

Buildingab

‘orking worl




Shelley Westman
Southeast Region Cybersecurity Leader, EY

Follow me
@ShelleyWestman

Connect with me on
LinkedIn

Page 2 @ShelleyWestman



Men and women are treated differently in all areas of life

» What is the Pink Tax?

» A form of gender-based price discrimination, with the name stemming from the observation that
many of the affected products are pink. Products marketed specifically toward women are
generally more expensive than those marketed for men.?!
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In sports ...
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In pay ... across all industries, including cybersecurity

MPRNEWS

“Why are women athletes
still paid less than men?

Why do women continue to
get paid less? And does the
lack of investment translate
into fewer opportunities for
development and
sponsorship?”>
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Washington Jost

“A doctor said the gender
. pay gap is fair because
. women in medicine ‘don’t
work as hard.” He
apologized.”®

Forbes

. “Women earn more college
: degrees and men still earn
: more money.”’

INFOSEC
INSTITUTE

Women make up just 11% of
. the global cybersecurity
workforce and earn less

. than their male counterparts
. at every level in the

. cybersecurity industry.?
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Let’s take a closer look at cybersecurity
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Only 11%

of cybersecurity professionals around
the world are women. ’

Source : Report by ISC2
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Let’s take a closer look at cybersecurity

Only 11% of cybersecurity professionals are women ... why?

Stereotypes about the profession.

What do you think of when you hear the term “hacker”?
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Let’s take a closer look at cybersecurity

Only 11% of cybersecurity professionals are women ... why?

Discrimination and image.

“Cyber firm blasted for using ‘booth babes’
at major security conference.”10

“Black hat hacker conference begins to
grapple with gender discrimination and
sexual assault in cybersecurity.”1!

“More than half of women in the
cybersecurity industry have experienced
some form of discrimination throughout
their careers from their male peers.”12
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Let’s take a closer look at cybersecurity

Only 11% of cybersecurity professionals are women ... why?

Women are steered into typical female careers by parents and
guidance counselors from the time they are little.

O 0000 06O
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78% of young women

rule out a career in cybersecurity.!3

Source:SurveybyKaspersky Lab
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So how do we fix this?

Train your organization on unconscious bias.

» Learned stereotypes that are automatic, unintentional, deeply ingrained, universal and able to
influence behavior

» Far more prevalent than conscious prejudice and often incompatible with one’s conscious values
» Examples:
» Name onaresume makes a difference (male vs. female, “white” sounding vs. “non-white” sounding)

» Left- vs. right-handed
» Scoresin STEM classes not graded anonymously
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So how do we fix this?

Change the job descriptions to attract more women.

» Five studies conducted by researchers at the University of Waterloo and Duke University found that job
listings for positions in engineering and other male-dominated professions used more masculine

words, such as:

Leader
Active Determined Assertive
Lead Ambitious AUTONOMOUS
Competitive Analytical Ninja
Rock Star Outspoken Rigid
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Decisive
Aggressive
Dominant
Objective
Independent
Superior
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So how do we fix this?

Change the job descriptions to attract more women.
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So how do we fix this?

Be open to people with different backgrounds.
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So how do we fix this?

Once you attract women, make sure the climate is inclusive.

“Diversity is being invited to the party; inclusion is being asked to dance.”'#

51% 28%  3.6%

of women surveyed : ofrespondents say their opinions : Is the average pay gap for
experience discrimination.> : are not takenintoaccountinthe : women. >
: workplace.t® '
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