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Case # 1 Medical Office

A dentist office in 
California logged on to  

the office computer 
2018 and was greeted  

by this message:



Case # 2 : Law firm

Law firm in Australia fell 
victim to a ransomware 
attack, reporting that 

mailbox and over 44,000 
files on SharePoint 

totaling over 5GB of 
data were locked down 

with a ransom note 
asking for $6,000 USD 

for the key to unencrypt



Tony Casala heading Children in 
Film works as an advocate for 

young actors and their 
families. Just before New Year’s 

Eve, an employee opened an email 
attachment that appeared to be an 

invoice. Thirty minutes later, 
nobody in Casala’s firm could 
access any of the company’s 

4,000+ files stored on the cloud 
drive

Case # 3 Entertainment 

https://krebsonsecurity.com/2016/01/ransomware-a-threat-to-cloud-services-too/
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Pre-existing 
knowledge –

What’s 
Ransomware

Ransomware 

WannaCry,Petya,CryptoLocker,and TeslaCrypt 
are  some  of  the more  notable  examples  of  
such  ransomware.  

In  general, modern ransomware are known to 
only encrypt user data files 
(e.g..xlsx,.docx,.jpg,.pptxetc.) 

Leave system files  (e.g..dll) to  meet  the  
ransom  demand  

The  growing  popularity  of cryptocurrency  
allows  ransomware  developers  to  extort 
money  anonymously



Quick history on Ransomware

First seen in 1989 Widespread by 2013 

Costs  
2015 ‐$325 million • 

2017 ‐ $5 billion  
2017

Cisco estimates 
ransomware growth 

at 350% annually



In the news 
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Trend in Ransomware

Ransomware will cost $6 trillion annually by 2021 

Increased attacks against Linux, Mac’s and cloud based systems 

Ransomware as a service (RaaS) will gain popularity



Ransomware 
statistics
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Attack vectors

Email
Phishing

Attachments

Visiting compromised unpatched 
websites

Old browser

Outdated plug ins

Downloading free software & 
games

Minecraft - mod



Basic 
Enablers
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Lets understand Ransomware first: Key steps  

• Create testbed for existing ransomware

• Understand and define types of ransomware

• Study typical ransomware behavior

• Identify tele-tell signs of ransomware

• Analyze decryption key management

• Successful creation of mitigation tools and strategies



General steps for Ransomware (summary)

Infection

• Infect a host and commence execution

Algorithm/key

• Acquire encryption key

Encryption

• Encrypt user data

Demand 
Ransom

• Demand money via bitcoins



Cryptodrop

• vetted by external peer reviews and selected for publication at 
the 2016 IEEE International Conference on Distributed Computing 
Systems (ICDCS)

• Microsoft Authenticode

• Ransim

• Av-test- based on Germany

• Detects ransomware based on its behavior against user data

https://cise.ufl.edu/~butler/pubs/icdcs16.pdf


Cryptodrop testbed

Test bed includes 
5,099 files in 511 

directories

Originally 2,663 
programs labeled as 
ransomware were 

executed

2,171 programs found 
to be inert and 

modified no files

Remaining 492 
programs were then 

classified into variants 
of 14 different 

ransomware families

All 492 ransomware 
programs were 

detected & stopped

Maximum of 33 files 
encrypted in a single 

test

Minimum of 0 files 
encrypted in a single 

test

Median number of 
files lost was 10, or 

0.2%
Source: https://www.cryptodrop.org/



3 types of Ransomware

Class A – Overwrite Files In Place -
Overwrites the contents of the original file by 

opening the file, reading its contents, writing the 
encrypted contents in-place, then closing the file. 

It may optionally rename the file.

Class B – Moves Files - Extends Class A, with 
the addition that the malware moves the file out of 

the user’s documents directory (e.g., into a 
temporary directory). It then reads the contents, 

writes the encrypted contents,  then moves the file 
back to the user’s directory.

Class C – Creates New File - Reads the 
original file, then creates a new, independent file 
containing the encrypted contents and deletes or 
overwrites (via a move) the original file. This class 
uses two independent access streams to read and 

write the data.

Source: https://www.cryptodrop.org/



Typical 
Ransomware 

behavior

• Execute multi-infection or process injection

• Encrypt files

• AES uses symmetric encryption that is faster.  
Ransomware needs to securely deploy the key 
for performing the encryption and then conceal 
the key from victim until payment is made.

• RSA uses asymmetric encryption that is lengthy 
and requires more space on host machine

• Encryption trends in modern ransomware 
extortions have shifted from RC4 to RSA+AES to 
ECDH+AES 

• Establish secure communication with C&C servers



Ransomware tale-tell sign

Indicator 1 – File Type 
Changes

Indicator 2 – Similarity 
Measurement

Strong encryption should produce 
output that provides no information 
about the plaintext content. 
Accordingly, we assume that the 
output of ransomware-encrypted user 
data is completely dissimilar to its 
original content.

Range 0 to 100

Indicator 3 – Shannon 
Entropy

Range 0 to 8

Entropy is a simple indicator that 
provides information about the 
uncertainty of data. Some types of 
data, such as encrypted or 
compressed data, are naturally high 
entropy

Secondary indications

Deletion

File type funneling occurs when an 
application reads an unusually 
disparate number of files as it writes.

Source: https://www.cryptodrop.org/



Clumsy Thief



Analyze decryption key 
management

• Symmetric

• Asymmetric



Key management classification

No key or no encryption

Decryption key is in user domain

Decryption key is in attacker’s domain



No key or no 
encryption

• AnonPop and 

• original variants of ConsoleCrypt

• Nemucod

• Aron WanaCrypt0r 2.0 (certain 
WannaCry  imitators)

https://docs.apwg.org/ecrimeresearch/2018/5357083.pdf



Decryption key in user domain

• Decryption key can be discovered by reverse 
engineering the ransomware code or analyzing a 
hidden file in the system or network where the 
ransomware has “secretly” stored the key. 

• JigSaw – hard-coded key ransomware

• CryptoDefense – left the key on machine

• AIDS

https://docs.apwg.org/ecrimeresearch/2018/5357083.pdf



Decryption key in attacker’s domain 

• Decryption key never leaves the attacker until ransom is paid

• One key pair exists

• If one victim pays and gets the key, the rest can too☺

• Cryptolocker

• Communication between C&C and infected host machine may or may 
not be encrypted

• Another approach: ransomware creates their own key at the machine 
and transfer the private key to the attacker

• Cryptodefense – didn’t remove private key from the machine

https://docs.apwg.org/ecrimeresearch/2018/5357083.pdf



Sticky situation: Hybrid model

1. Ransomware compromises host

2. Cryptographic APIs available on the host to generate an encryption key 
such as anAES-256 key.

3. Ransomware encrypts this symmetric key with a hard-coded 
asymmetric key (e.g.RSA-2048) and sends encrypted symmetric key to 
the attacker.

4. User data is encrypted using the symmetric key.

5. Ransomware securely destroys the symmetric key on the host machine, 
now making the attacker the sole possessor of the decryption key.

6. A ransom note is displayed to the user while ransomware awaits 
payment



Decryption key distributed among peers

Breaks the keys into multiple 
parts, encrypting those parts, and 
then distributing it among a peer 

group such as comprised hosts 

Reverse engineering is not 
possible here

Monitoring of communication 
between C&C is not possible

Risk : if one user restores the 
infected host machine 

successfully from backup, that 
part of the key is destroyed

https://docs.apwg.org/ecrimeresearch/2018/5357083.pdf



Deploy kill switch: Wannacry

• No clicking on wrong links

• Exploited an unpatched 
vulnerability on a host 
machine and propagated 
like a worm

https://sensorstechforum.com/wana-decrypt0r-decrypt-files-for-free/



Ransomware categories



Case # 1 Medical Office

A dentist office in 
California logged on to  

the office computer 
2018 and was greeted  

by this message:

Nomoreransom tool



Resources
No more 
ransom

https://www.nomoreransom.org/en/index.html


No more Ransom

• Success stories:

More than 10,000 victims decrypted their files without 

spending a penny, using the tools from the No More 

Ransom platform. Most of the site visitors were from 

Russia, the Netherlands, the United States, Italy, and 

Germany.
Source: nomoreransom.org



Case # 2 : Law firm

Law firm in Australia fell 
victim to a ransomware 
attack, reporting that 

mailbox and over 44,000 
files on SharePoint 

totaling over 5GB of 
data were locked down 

with a ransom note 
asking for $6,000 USD 

for the key to unencrypt

Functionally 

restored with 

preexisting 

cloud backup 



Tony Casala firm could access any 
of the company’s 4,000+ files 

stored on the cloud drive

Case # 3 Entertainment 

https://www.bleepingcomputer.com/forums/t/57587

5/new-teslacrypt-version-released-that-uses-the-exx-

extension/

Functionally 

restored with 

community 

forum decryptor
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Ransomware prevention 
strategy at a corporate level 

https://www.nttsecurity.com/docs/librariesprovider3/resources/gbl-whitepaper-ransomware-uea



Possible vendors

https://www.pcmag.com/roundup/353231/the-best-ransomware-protection



Ransomware 
prevention at 
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What can we 
do at each of 
Ransomware 

stage?

• Practice safe social media controlReconnaissance

• Develop secure software
Weaponize

• Guard perimeter
Deliver

• Secure the end-points
Exploit

• Patch Patch Patch
Install

• Detect and disrupt
Command&Control

• Backup &RecoveryExecute



What to do at the time of infection?

Kill suspicious programs

Reboot machine in safe mode

Figure out the strain

View file extensions

Unplug power

Pay or not to pay

https://www.nomoreransom.org/crypto-sheriff.php


Useful governing authority contacts

Elected
officials 

Local law enfo
rcement, SBI,

FBI 

1

DIT, Chief Risk
and

Security Offic
er

919‐754‐6578 

2

DHHS, Chief
Information

Security
Officer

919‐855‐3000 

3

NC Attorney
General

919‐716‐6400

4

https://it.nc.gov/statewide-resources/cybersecurity-and-risk-management
https://it.nc.gov/statewide-resources/cybersecurity-and-risk-management
https://www.ncdhhs.gov/about/administrative-divisions-offices/information-technology
https://www.ncdoj.gov/


Overall protection strategy
Excel spreadsheets

https://docs.google.com/spreadsheets/d/1TWS238xacAto-fLKh1n5uTsdijWdCEsGIM0Y0Hvmc5g/pubhtml
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Ransom attacks on cloud

https://www.techrepublic.com/article/unsecured-amazon-s3-buckets-are-prime-cloud-target-for-
ransomware-attacks/

Misconfigured S3 
buckets

Auto sync

Corrupted data from 
any Saas

Cloud nine Realtime 
Ransomware Attack

https://www.acecloudhosting.com/blog/lessons-to-learn-from-recent-ransomware-attacks-on-cloud-services/


Conclusion

• Ransomware is a growing concern day by day costing 
us billions

• The good news is that we have tools, strategies, 
more understanding and awareness to deal with 
ransomware

• Small businesses and big enterprises can benefit 
from adopting cybersecurity hygiene and 
collaboration in the community


