




• Take consumer and enterprise digital assets hostage using high-
strength encryption

• Demand payment from victims for decryption key

• Use high pressure techniques to get victims to pay
• Make data unrecoverable after a short deadline ( Normally few hours to few 

day.)

• Threaten to post captured (potentially private and sensitive) data publicly

• Threaten to erase all data and render all enterprise computers inoperable

• Increase ransom payment amount as time goes on

Our analysis leads us to expect increased ransomware activity over previous 
year (new attacker entrants, lower cost through kit automation, etc.)





Victim infrastructure

5. Decryption key 
promised upon 
receipt of funds

4. Victim sends ransom

payment

1. Target infected 
by ransomware

2. Files Encrypted

3. Payment

demand shown



Individual Host/User– commodity malware
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Organization-Wide – targeted attack



Individual Host/User Impact

Plan Breach
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Key Attack Characteristics
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Individual Host/User Impact Enterprise Impact 

Plan Breach Traverse Encrypt

Command and Control



• •

Breach Traverse

•

Encrypt

Credential Theft Demonstration

http://aka.ms/credtheftdemo

DC

Client 

Domain.

Local

Attack 

Operator

DomainAdmin

http://aka.ms/pthdemo




•

 Secure operational practices for IT admins 
(http://aka.ms/securestandards)

 Advanced Threat Detection and Response 
Processes 

 Identify and protect high value assets

 Apply security updates on all operating systems 
and applications

 Upgrade OS and Apps when unsupported

 Evaluate data criticality and protections

 Remove users from local admins group

 Application whitelisting

•

•

http://aka.ms/ransomware

Note: Preventing future attacks will require 

addressing all of these issues in time

http://aka.ms/securestandards
http://aka.ms/ransomware






Microsoft Active Protection 
Service (MAPS) Defender ATP

Everyone

Full Control

Modify

http://aka.ms/PrivSec

Detect Respond Recover

https://blogs.technet.microsoft.com/mmpc/2015/01/14/maps-in-the-cloud-how-can-it-help-your-enterprise/
https://blogs.windows.com/windowsexperience/2016/03/01/announcing-windows-defender-advanced-threat-protection/
http://aka.ms/PrivSec






A built-in Windows Security feature

 Configurable by GPO
 Set of native tools and services
 Builds on Software Restriction Policies
 Increase security and compliance
 Monitor application usage
 Control application execution



 AppLocker implements a concept called 
Application Whitelisting
whereby applications, application installers, and scripts are prevented from 
running unless they are explicitly allowed by inclusion in a set of whitelisting 
rules

 AppLocker is a technology built into business-focused editions of the 
Windows platform that allows an organization to centrally manage the 
execution environment on their clients and servers

 Windows 7, Windows Server 2008R2 and later

 “AaronLocker” -
https://blogs.msdn.microsoft.com/aaron_margosis/2018/06/26/announcing-
application-whitelisting-with-aaronlocker/

https://blogs.msdn.microsoft.com/aaron_margosis/2018/06/26/announcing-application-whitelisting-with-aaronlocker/


A built-in Windows Security feature

 Configurable by GPO
 Set of native tools and services
 Increase security and compliance
 Can add Attack Surface Reduction and Network Protection (E3+)
 Additional ATP functions built on Defender enhanced by ISG (E5)



EXPLOIT GUARD

MEMORY MITIGATIONS



Good files

Malicious files

Smart-ASR control provides the ability to block behavior that balances security & 

productivity

Office files (e.g. docx, docm, pptx, pptm, etc)
Blocking Office files, severely impacts

productivity (as there are way more

good files than malicious files)

Office files w/ macros
Blocking Office files w/ macros, still

impacts productivity (as there might

be the occasional use for legit macro).

Office files w/ macros, 

that execute content

Blocking Office files w/ macros that

execute content, is far less impactful

on legit productivity, while

dramatically improving security.

Office files w/ macros, 

that download &  

execute content

Blocking Office files w/ macros that

download and execute content, is

almost exclusive behavior of bad files.

Thus negligent impact on productivity,

with dramatic security benefit.

Smart controls 

provided by WD 

Exploit Guard
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









Windows Defender Exploit Guard – Attack Surface Reduction

Create rules to reduce the attack surface on the managed devices. You can block running of 

suspicious executables in macros, scripts & emails or you can allow them while still auditing. 

Learn more about Attack Surface Reduction 

Block

Audit only

Attack Surface Reduction rules

Rules to prevent Office Macro threats 

Office apps injecting into other processes

Office apps/macros creating executable content 

Office apps launching child processes

Win32 imports from Office macro code

Rules to prevent script threats 

Obfuscated js/vbs/ps/macro code 

js/vbs executing payload downloaded from Internet

Rules to prevent email threats

Execution of executable content (exe, dll, ps, js, vbs, etc.) 

dropped from email (webmail/mail client)

Attack Surface Reduction exceptions

Windows Defender Exploit Guard

Controlled folder access

3 settings available

Network filtering 

1 setting available

OK

Exploit protection

1 setting available

Attack Surface Reduction

2 setting available



Windows Defender 

SmartScreen



NETWORK PROTECTION

Network Protection takes Windows Defender SmartScreen’s industry-leading protection…

makes it available to ALL browsers (With the exception of Edge) and processes.









EOP SLAs

Spam effectiveness SLA >99%

False positive ratio SLA <1:250,000

Virus detection and blocking SLA 100% of known viruses

Monthly uptime SLA 99.999%



Safe

Exchange Online Protection
• Multiple filters 
• Three anti-virus engines

Links
• Continuously updated 

lists of malicious URLs 

Recipient

Safe Links rewrite

Unsafe

Attachment
• Supported file type
• Clean by AV/AS filters
• Not in Reputation list

Safe Attachments 
detonation chamber 
(sandbox)
Behavioral analysis with 
machine learning

Executable? Registry call?

Elevation?

Sender

ATP Service architecture



Protects against zero-day exploits in email attachments.

Provides visibility into compromised users for administrators.

Leverages sandboxing technology.

IP + 
envelope 
filter

Signature-
based AV

Blocking 
known 
exploits

EOP user without 
Office 365 ATP

EOP user with 
Office 365 ATP

Anti-spam 
filter

Safe Attachments



Safe Links

Protects against phishing and sites with malicious content.

Provides visibility into compromised users for administrators.

Rewrites all URLs to proxy through an EOP server.

IP + 
envelope 
filter

Signature-
based AV

Blocking 
known 
exploits

EOP user without 
Office 365 ATP

EOP user with 
Office 365 ATP

Anti-spam 
filter

http://www.

Web servers
perform latest URL 
reputation check

User clicking URL is 
taken to EOP web 
servers for the 
latest check at the 
“time-of-click”

Rewriting URLs 
to redirect to a 
web server 



Reporting dashboard











Why Do I Need To Patch My Devices?

• People seem to be most concerned about “Zero” day patches

• Zero day patches are undisclosed vulnerabilities that hackers are attacking 

before the developers have released a patch to fix the vulnerability

• The amount of attacks formed from Zero days is very small

• Most attacks against devices are targeted at known vulnerabilities that have gone 

unpatched for YEARS!

• One of the easiest ways to protect an enterprise is to keep all software and 

application up to date



What is a Microsoft “Baseline” and how can it help?

• A baseline is a definition of security settings for an operating system

• These settings are derived from both Microsoft internal security 

experts as well as collaboration with external security experts

• Many of these settings are derived from Microsoft’s experience in 

dealing with cyber attacks

• Building o/s images that follows the baseline security guidance can 

help an enterprise thwart an attack from both internal and external 

threats



“Third Party” Security Baselines

• Work with “Third Parties” below to secure the o/s

• CIS (Win10/Server 2016)

• L1 - Very few differences between MSFT Baselines

• DISA STIG’s (Win10/Server 2016)

• Very few differences between MSFT Baselines

• NSA

• DoD

• Foreign Governments



Why are Security Baselines needed?

• Windows is secure by default (right?)

• Guidance on security features

• Security baselines provide recommended configuration for about 

1000 different security settings

• Describe security risks and impact

• Help implement granular control over security configurations 

• Documented definitions reduce confusion for users on what settings do 

• Help prevent misconfiguration and enforce consistent state 

• Help ensure that users and devices are compliant with required 

configuration

• Microsoft provides security baselines in the format that helps faster 

deployment and easier management



Implementing Security Baselines via GPOs

• GPO infrastructure is available as a part of AD DS

• Enforce settings and not allow users to make changes which could open 

their workstation/server to attack

• Granular control

• Current Baselines are available, as well as previous o/s

• Windows 10  

• Windows Server 2016

• Security Blog - https://blogs.technet.microsoft.com/secguide/

https://blogs.technet.microsoft.com/secguide/


Security Baselines – Folder  “GPOs”

• Group Policy Object backups for the following policies that can be 

imported into an Active Directory Group Policy

• Windows o/s – Computer

• Windows o/s – User

• Windows o/s – Domain Security

• Windows o/s – BitLocker

• Windows o/s – Cred Guard

• Windows o/s – Defender Antivirus*

• Internet Explorer X – Computer

• Internet Explorer X – User

* - depends on o/s version



In summary…

• Application Whitelisting with AppLocker 

• Windows Defender Exploit Guard / Application Guard

• Email protection - options for transport protection 

• Macro controls - prevent application-level exploits 

• Windows Defender Antivirus - AV to prevent known malware 

• Software Updates - to ensure known exploits are addressed 

• Host baselining and hardening - improve default security posture 

These low cost (money, time and resource) are a great way to get started in 

protecting the environment





Capability Resources

Mail and Application Content 

Protections

• Office 365 Exchange Online Advanced Threat Protection

https://technet.microsoft.com/en-us/library/exchange-online-advanced-threat-protection-service-description.aspx

• Office 2016 Internet Macro Blocking

https://blogs.technet.microsoft.com/mmpc/2016/03/22/new-feature-in-office-2016-can-block-macros-and-help-prevent-infection/

• Office 2013 VBA Macro Blocking (blocks ALL macros)

https://technet.microsoft.com/en-us/library/ee857085.aspx#changevba

• System Center Endpoint Protection / Windows Defender with Microsoft Active Protection Service (MAPS) 

https://blogs.technet.microsoft.com/mmpc/2015/01/14/maps-in-the-cloud-how-can-it-help-your-enterprise/

Securing Privileged Access http://aka.ms/sparoadmap

Apply Security Updates Windows Server Update Services - https://technet.microsoft.com/en-us/windowsserver/bb332157.aspx

3rd Party application update – <varies by vendor>

Backups Offline or otherwise attacker-inaccessible backups

Application Whitelisting AppLocker - https://github.com/iadgov/AppLocker-Guidance

Windows 10 Device Guard - https://technet.microsoft.com/en-us/itpro/windows/whats-new/device-guard-overview

Application Reputation SmartScreen - http://windows.microsoft.com/en-US/internet-explorer/use-smartscreen-filter#ie=ie-11

Windows Defender with Microsoft Active Protection Service (MAPS)

Exploit Mitigations Windows 10 Control Flow Guard - https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide#secure-the-windows-

core

Enhanced Mitigation Experience Toolkit – http://www.microsoft.com/emet

Security Development Lifecycle 

(SDL)

Follow these practices for your applications and require or encourage vendors/suppliers to follow them

http://www.microsoft.com/sdl

User Education https://www.microsoft.com/en-us/security/online-privacy/phishing-symptoms.aspx

https://technet.microsoft.com/en-us/library/exchange-online-advanced-threat-protection-service-description.aspx
https://blogs.technet.microsoft.com/mmpc/2016/03/22/new-feature-in-office-2016-can-block-macros-and-help-prevent-infection/
https://technet.microsoft.com/en-us/library/ee857085.aspx#changevba
https://blogs.technet.microsoft.com/mmpc/2015/01/14/maps-in-the-cloud-how-can-it-help-your-enterprise/
http://aka.ms/sparoadmap
https://technet.microsoft.com/en-us/windowsserver/bb332157.aspx
https://github.com/iadgov/AppLocker-Guidance
https://technet.microsoft.com/en-us/itpro/windows/whats-new/device-guard-overview
http://windows.microsoft.com/en-US/internet-explorer/use-smartscreen-filter#ie=ie-11
https://blogs.technet.microsoft.com/mmpc/2015/01/14/maps-in-the-cloud-how-can-it-help-your-enterprise/
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide#secure-the-windows-core
http://www.microsoft.com/emet
http://www.microsoft.com/sdl
https://www.microsoft.com/en-us/security/online-privacy/phishing-symptoms.aspx


http://blogs.microsoft.com/cybertrust/2016/04/22/ransomware-understanding-the-risk/

https://blogs.technet.microsoft.com/office365security/how-to-deal-with-ransomware/

http://aka.ms/ransomware

https://www.microsoft.com/en-us/security/portal/mmpc/shared/ransomware.aspx

https://blogs.technet.microsoft.com/mmpc/2017/05/12/wannacrypt-ransomware-worm-targets-out-of-date-systems/

https://blogs.technet.microsoft.com/mmpc/2015/10/12/msrt-october-2015-tescrypt/

https://blogs.technet.microsoft.com/mmpc/2014/10/28/the-dangers-of-opening-suspicious-emails-crowti-ransomware/

https://blogs.technet.microsoft.com/mmpc/2015/01/13/crowti-update-cryptowall-3-0/

https://blogs.technet.microsoft.com/mmpc/2016/02/24/locky-malware-lucky-to-avoid-it/

https://blogs.technet.microsoft.com/mmpc/2016/03/17/no-mas-samas-whats-in-this-ransomwares-modus-operandi/

http://aka.ms/ransomware
https://blogs.technet.microsoft.com/office365security/how-to-deal-with-ransomware/
http://aka.ms/ransomware
https://www.microsoft.com/en-us/security/portal/mmpc/shared/ransomware.aspx
https://blogs.technet.microsoft.com/mmpc/2017/05/12/wannacrypt-ransomware-worm-targets-out-of-date-systems/
https://blogs.technet.microsoft.com/mmpc/2015/10/12/msrt-october-2015-tescrypt/
https://blogs.technet.microsoft.com/mmpc/2014/10/28/the-dangers-of-opening-suspicious-emails-crowti-ransomware/
https://blogs.technet.microsoft.com/mmpc/2015/01/13/crowti-update-cryptowall-3-0/
https://blogs.technet.microsoft.com/mmpc/2016/02/24/locky-malware-lucky-to-avoid-it/
https://blogs.technet.microsoft.com/mmpc/2016/03/17/no-mas-samas-whats-in-this-ransomwares-modus-operandi/

