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“The Original Internet Godfather”
--United States Secret Service,

Columbia South Carolina Field Office



Shadowcrew







Understand
Your Attacker

• Motivation
• Ideology
• Status
• Money



•Leading a Legal Life

• AnglerPhish.com

• Public Speaking

• Podcast: OnlineFraudCast.com

• Consult with Fortune 500 Companies

• Banks, Security Companies, Retail Groups

• Law Enforcement (FBI, State, Local,  International)

• Consumer groups like the Identity Theft Resource 

Center, AARP, CNP, and more.



Cybercrime







Necessities of
Successful Cybercrime

Gathering
Information

Committing
The Crime

Cashing
Out



Cybercrime Communities / Forums
Allow Members to Network for

Maximum Success





Loss: $2.5 Million



Cybercrime Isn't
Rocket Science...
Mostly







Identity Theft:

“All Crime Should Begin

with Identity Theft”



“Fullz”:  A Complete Identity Profile

Consisting of Name, Address, Phone Number,

SSN, DOB, MMN, DL#, Background Check,

Credit Report, and various other data



Buy Account 

on Darknet

Visit 

robocheck.cm 

& buy SSN & 

DOB for $2.90

Pull background 

check from 

Been Verified

Pull credit 

Report from 

AnnualCredit

Do any follow 

up research 

necessary

How to Make a Fullz





Synthetic Fraud

• Fastest Growing Form of Identity 

Theft

• Over 80% of all New Account Fraud

• Losses Last Year over $50 Billion

• Unknown to Most People



New Account 

Fraud

As Easy As Changing 

an Address…Maybe 

Easier



• Steal Mail

• USPS.com Address Change/ Forwarding

• ATO Low Level Account

• Dispute Process

• Social Engineer

• Apply for Credit



ATO Fraud





Time for a Word On CNP Fraud?



Conclusion



Freeze The Credit of 

Everyone in Your Home



Children are the Number One 

Victims of Identity Theft



#ISMGSummits31

Monitor All Accounts

• Credit Reports

• Bank Accounts

• Credit Accounts

• Email Accounts

• Website Logins

• Etc.



#ISMGSummits32

To Do List:

• Strong Computer Security Policy Including EVERYONE

• Team Building

• Apply All Updates.  Consider Setting to Automatic 

Updates

• Institute DMARC (Domain Message Authentication 

Reporting & Conformance)

• Limit BYOD.  Use BYOD Manager

• Institute Strong Password Protocols.  Consider using 

password manager/ security key

• Data Matters.  You are the front line for law 

enforcement



•More Information?

•AnglerPhish.com


